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ABSTRACT: A secured remote patient healthcare ecosystem consisting of heterogeneous devices is 
implemented by considering three physiological parameters as a blood pressure, pulse rate and body 
temperature with a camera for patient visualization. A colossal sensor data and camera act as an input to the 
Raspberry PI where aggregated data is translated for the processing. The processed data is secured for 
transmission so to avoid different threats and made available for the decision making. To make data secure 
by a conventional cryptography, the resource constraint of the biomedical devices in IoT environment are 
not feasible. This is due to the requirement of high power, more space in the memory and higher bandwidth. 
In the present architecture, a lightweight cryptography algorithm based on advanced encryption system is 
used, which is implemented using a  open source Linux operating system with Libgcrypt cryptography, 
having its advantage of support of encapsulation for low level cryptography and a low power consumption. It 
can be modified and redistributed, fully thread safe and easy for interoperability of heterogeneous devices.  
Confidentiality, data integrity and authenticity among the IoT devices is achieved by the secure 
communication. Different testing’s are conducted with web application tool OWASP ZAP.  The use of LAMP 
domain open source software at all level reduced the total cost of this robust ecosystem. 

Keywords: Cryptography, Internet of Things, LAMP domain, OWASP ZAP, Remote Healthcare System and Secure 
ecosystem. 

Abbreviations:  IoT, Internet of Things;  OWASP ZAP,  Open Web Application Security Project  Zed Attack Proxy. 

I.  INTRODUCTION   

The IoT has incredible potential to transform human 
lives by empowering the individual in a near future. It will 
transform into an internet of service for many of us our 
things recede into the background and form an 
integrated service platform. Though it requires data 
access of each sensor or group of sensor individually an 
integrated system of systems will make available an 
architecture enabling us to control our world of service 
remotely from our tablets, smart phones and other smart 
devices [1-3]. Advantages of power of IoT in healthcare 
creates an opportunities for the development of human 
lifestyle. It opens many doors in healthcare which plays 
prominent role in wide range of applications. In remote 
patient healthcare monitoring system, a major issue of 
secure data transmission to destination and provision to 
allow only authorized user to access is a challenging 
task [4-6]. Hence, security is only the concern to 
address. There are different lightweight cryptographic 
algorithms like AES, HEIGHT, TEA, PRESENT, RC5 
and so forth, are successfully used [7]. Some of the 
algorithms are hardware or it can be software 
dependent. Result of the particular method may differ 
from other by having changes in hardware or software 
and depending upon the application, adjustment can be 
done. However, no settled outcome for any algorithm 
utilizing parameters like clock cycle, memory and 
latency, etc. the comparative study of the different 
algorithms shows improvement in aftereffects of a 
particular lightweight algorithm which leads to IoT 

innovation for model security with a small size memory 
space and less utilization of power [8-10]. The Libgcrypt 
library is used in our system due to more number of 
advantages [11-13]. Such as: (1) End-to-End 
communication (2) Low resource network devices (3) 
Availability of free software (4) Easy for encapsulation 
(5) supports low level cryptography and (6) Fully thread 
safe. For the secure communication in IoT, battery 
powered devices are used  and since it requires 
communication with many devices with less power 
available which is possible due to lightweight 
cryptography. IoT gives birth to new requirements like 
security and power requirement. It is feasible to design 
lightweight cryptography that needs fewer resources 
with no compromise in security level. The study reported 
shows there is use of privilege software or use of more 
hardware devices which leads to increase in cost [14-
16]. In this study the total use of open source software 
at all levels and minimum use of hardware for the same 
results, which implies reduced cost of the system.  

II. DESIGN AND DEVELOPMENT OF REMOTE 
BASED HEALTHCARE SYSTEM 

The remote healthcare monitoring system operating with 
the signal path is shown in Fig. 1 [17]. 
Fig. 2 depicts the data collection phase where data is 
acquired by sensor with camera which is shown in Fig. 
2. In embedded system different domain devices come 
together to exchange data which needs further 
processing. 
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Fig. 1.  Signal path in remote healthcare system. 

 

Fig. 2.  Basic block diagram for remote healthcare system. 

III. SECURITY 

Raspberry-pi supports both wired and wireless 
communication also it provides audio, video output ports 
by HDMI and Ethernet for the internet connections [18-
19]. Raspberry pi where data’s are collected and 
processed for remote application by software gateways 
is to upload and retrieve the data with a lightweight 
cryptography using Libgcrypt library as shown in Fig. 3 
and 4. 
(a) Base Station 

 

Fig. 3.  Base station flow diagram for remote healthcare 
system. 

(b) Remote Station 

 

Fig. 4.  Remote station flow diagram for remote 
healthcare system. 

The processing of data is carried out by embedded 
processor, which will be transmitted to remote devices 
to communicate by internet [20-23]. The signal passes 
by internet path is vulnerable to the number of threats, 
to overcome this issue, security becomes more 
important. Without security mechanism the IoT will not 
be pervasive as it is anticipated. Mainly there are two 
requirements one is real time and other is security with 
confidentiality. 

Linux OS on Raspberry pi: For high level applications 
in embedded system  it  is reported that the Raspberry 
pi is used with Windows10 IoT core for small ARM and 
x86/x64 devices. The work is to evaluate the extent to 
which Raspberry PI is portable system as ready to 
compare with desktop computers [24]. In other 
healthcare application TinyOS is implemented. This is 
designed mainly for embedded sensor network [25]. 
This architecture is component based, which will 
minimize the code size. In this it is difficult to reconfigure 
online addition of devices.   
In our project remote healthcare monitoring needs real-
time systems which has less latency time and meet the 
deadline as predefined. The OS used is Linux due to its 
properties like quality and reliability and is an open 
source development model. Availability of code has 
implications of commoditization of components. This 
operating system broadly supports for different 
hardware platforms and portability.  
The study shows that higher end development board 
like Raspberry-pi have higher performance in 
comparison with arduino in terms of computing speed 
and storage. In addition, the Raspberry-pi equipped with 
the in-built Bluetooth and wifi serves as easy to connect 
to the internet and upload the data to the cloud server if 
required for further processing.   
Apache for the web server application is implemented 
which is also supports for MySQL. PHP is used for the 
server side for dynamic database interaction, which is 
for web based software application [26].  

IV. LIGHTWEIGHT CRYPTOGRAPHY  

The cryptographic algorithm is needed for the secured 
communication. Secured communication provides no 
modification of data by unauthorized use.  

 

Fig. 5. Cryptographic algorithm. 
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The cryptography is a technique of mixing logical and 
mathematical function for encryption and decryption and 
is shown in Fig. 5. Access of the patient data is a 
personal right. Therefore the system requires secure 
data transfer where three aspects are considered to be 
important are confidentiality, privacy and security. In 
addition for the quality service requires authentication, 
authorization, integrity, interoperability, reliability, 
resource efficiency and access control [27, 28]. 
Any application deal with remote healthcare system 
requires to achieving physical and technological security 
measure constraints such as: 
– Electronic objects: There should be authorize data 
access health centers. Any electronic        hardware 
removing, transferring and re-using must ensure 
previously established security. 
– Software implemented: Needs only authorized person 
can access data at the authorized healthcare centre by 
providing unique user ID and atomic password.  
–  However it must have provision for encrypted data 
storage and log-off automatic 
– Routine activity database: Design should be capable 
to preserve login and logout data, which will be helpful 
to recognize security breach latter. 
– System recovery: System must have back-up storage 
of patient data. In case system software failure it must 
be capable to recover patient data. 
– Network security: Eavesdropping, data tampering and 
un-authorized access are the important measures to 
protect 
In IoT environment there is need of end point secured 
communication. If anyone node fails to provide security 
the whole network will suffer to meet security 
requirement.  
However, there are limitations to implement 
cryptographic algorithm on the object connected due to 
their resources. The resources constrained are less 
bandwidth, less power and less memory capacity 
available. Hence, an efficient security is required which 
will not suffer due to resources of IoT. There are 
solutions to these wireless networks which require 
resource efficient. Whenever large networks are to be 
implemented, security becomes a prominent issue to 
deal. In a remote healthcare system human health 
related data are to be collected for transmission which is 
vulnerable to a highest privacy concerns. Since the 
network involved in communication is a wireless 
network. Being a human health related data a robust 
communication among sensor, actuator and distant 
doctor is a sensitive issue. Any type theft of data, keeps 
the people away from remote healthcare system. As the 
sensor lacks memory, power, bandwidth, they can 
easily be lost because of the small size [29-30]. To 
overcome many of above constrains we have 
implemented libgcrypt cryptography.  
Libgcrypt is a general purpose cryptography which 
functions for many cryptography methods and modes 
which also supports hash algorithms, MAC’s, public key 
algorithm, large integer functions and random numbers 
[31]. It will work on POSIX and pre-POSIX system and 
even it will be designed for cross compiler. It has got its 
own multiple precision arithmetic implementation having 
capable with assembler support to many processors. It 
is developed in C language in open source mode.  The 
source code size is 216 and code line to comment line 
ratio is 6.27.  

Libgcrypt is portable, thereby it will be implemented on 
32 and 64 bit processor, unix system, win32, win64 and 
wince and so on. It has hardware-assisted support by 
which it can use specific hardware assistance to 
achieve greater speed and improved security. For SIM, 
smartcard and HSM protocol it will be supported.  
Threat Analysis: IoT ecosystem needs interaction of 
more devices and hence data acquired is required to 
protect. Depending upon the application, significance of 
threat varies from application to application [24]. In the 
data storage, stored information in memory may be 
attacked or changed. The modified or changed data is 
used for analysis will give different results. However, the 
libgcrypt has got provision to protect storage memory 
devices from the attack. It needs pre-defined memory 
size because any operating system will have a need of 
definite size of memory storage. This initialization can 
be done by application, since this option is not available 
in other library. Therefore Libgcrypt provides secured 
memory storage for information and key.   
Research methodology: Analysis starts with known 
security threats in the IoT medium and examines to 
provide security mechanism in IoT to guard against 
these threats. By employing suitable operating platform 
and cryptographic algorithm is implemented to achieve 
secure data communication with privacy, confidentiality, 
data integrity and authenticity among the IoT devices. 
Also, emphasis on the execution speed with the 
available sources and optimization of different 
parameters such as time, throughput, speed and 
efficiency are taken care. 

V. ANLYSIS OF THE SYSTEM PERFORMANCE 

The complete hardware of the system designed with a 
pictorial view is shown in Fig. 6 and Table 1 shows the 
blood pressure standards of the American Heart 
Association chart. This is considered as a standard for 
the systolic and diastolic blood pressure. Doctor can 
observe the readings from android application mobile as 
shown in Fig. 7 and 8 of the two patients. 
(a) Experimental set-up 

 

Fig. 6. Remote Healthcare Monitoring. 
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Table 1: Blood pressure standards of AHS. 

Blood Pressure Category Systolic mm Hg (upper number) Diastolic mm Hg (lower number) 

Normal Less than 120 Less than 80 

Elevated 120-129 Less than 80 

High Blood Pressure (Hypertension) Stage 1 130-139 80-89 

High Blood Pressure (Hypertension) Stage 1 140 or Higher 90 or higher 

 

 

Fig. 7. Remote Android Mobile Data patient 1. 

 

Fig. 9. Remote Android Mobile Data patient 2. 

VI. TESTING 

Vulnerabilities in web application: The main objective 
of the OWASP ZAP testing is to find vulnerabilities in 
web site. Therefore we have developed our site of which 
vulnerabilities were tested using ZAP. It is successfully 
found different kind of vulnerabilities in the web site as 
shown in Table 2. It will not find only vulnerabilities but 
also suggest how to overcome 

 

Table 2: Summary of alerts. 

S. No. Risk level 
No. of 
alerts 

1 High priority 0 
2 Medium Priority 1 
3 Low priority 3 

4 Informational 0 

System test cases: This test is to verify compliance 
against a specific requirement of pre and post 
conditions and expected results. The system designed 
is tested to check whether system meets the functional 
requirements. The test results are shown in Table 3, 4 
and 5. 

Table 3: Case 1: Map-reading from login to monitor 
page. 

Condition 
Input 
side 

Output side 
Expecte
d result 

(Y/N) 

User on 
login page 

Click on 
login 
page 

Appeared on 
monitor  
page 

Y 

Table 4: Case 2: Map-reading from monitoring to 
Google page. 

Condition Input side 
Output 

side 

Expected 
result 
(Y/N) 

User on 
monitor 
page 

Click on  
location 

link 

Appeared 
on Google 

page 
Y 

Table 5: Case 3: Map-reading from Google to 
monitor page. 

Condition 
Input 
side 

Output 
side 

Expected 
result  
(Y/N) 

User on 
Google 
page 

Click on 
monitor 

page link 

Appeared 
on monitor 

page 
Y 

VII. CONCLUSION 

The main requirements are security and privacy since 
from the beginning of digital data transmission. But the 
research in technology results so many changes in 
different fields in particular IoT finds many applications 
to improve lifestyle of human being. IoT innovation gives 
birth to remote healthcare monitoring system due to its 
architecture and solutions for different methods. 
Open source platforms and operating system can 
improve security, quality and availability of remote 
healthcare system. It will also improve the evolution and 
efficiency by enabling security for the devices. This 
implies that there is a enhancement in interoperability 
and decrease in cost management. 
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This paper presents a secure remote healthcare 
monitoring system implementation using sensors 
colossal data as input to the Raspberry-pi. This 
aggregated data is translated for the processing. In this 
architecture a lightweight cryptography algorithm based 
on the advanced encryption system is implemented with 
the use of Libgcrypt. 
The Raspberry-pi MAC address facilitates to connect 
website through internet and upload the patients data. 
The doctor at remote distance can observe patients 
physiological parameters on the website or mobile 
application which is implemented using LAMP domain. 
For the testing website OWASP ZAP is used which is an 
open source software/tool. Since the use of open source 
software at different levels with an embedded hardware 
system in the IoT environment reduces the total cost of 
the project.  

VIII. FUTURE SCOPE 

By the addition of more number of sensors to consider 
other physiological parameters such as ECG, EEG and 
oxygen saturation and more can be implemented for the 
detail study about the patient. Also to make the system 
more robust another testing can be performed using 
Burp suite software/tool. 
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